cesss 1625
o0 o9 Independent

° e People

1625 INDEPENDENT PEOPLE

Summary of what we do with your personal
information — for young people

1625 Independent People promises to respect and protect any personal information you
share with us or that we get from other organisations.

When we collect information from you we will not do anything with it that you wouldn’t
reasonably expect.

We use your personal information to provide appropriate housing and support services
to you, to support your wellbeing and to protect others.

The full privacy notice — which you have been given and which is available on our
website (and below) — contains more information about what we do with your personal
information, in relation to:

e Why we collect your personal information and how we use it
e What could happen if you don’t give us your information
o We will not be able to offer some our services if you do not provide
certain personal information
o But there are a few bits of information that we cannot collect from you or
use without your consent — so you have the choice to provide it or not
e Where we get it from — when you give it us or someone else does
e Your rights — we will support you to exercise your rights, please just ask us
e Why and how we share your personal information — you will be able to tell us who
you want to share information with, but sometimes we may have to share it
without your consent if we have a legal responsibility, a contract or to prevent
harm or crime)
e How we keep your personal information safe and how long we keep it for
e How you can tell us you want us to stop using your information, stop sharing it
with others or stop sending you information about our services (withdrawing your
consent)
e How you can complain if you are unhappy with what we've done with your
personal information
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Privacy Notice for a Young Person

1625 Independent People promises to respect and protect any personal information you
share with us or that we get from other organisations - and keep it safe.

When we collect information from you, we want you to be clear about what happens
with it and what your rights are — we will not do anything with it that you wouldn’t
reasonably expect.

1. How we use your personal data
1625 Independent People takes your privacy very seriously and will never collect, record
or process your personal information unnecessarily — we will always manage your data
lawfully.

1625 Independent People gather and process your personal information only as it is
described in this notice.

We will always do this in way that complies with the relevant data protection regulations
and laws.

This notice provides you with the information you need about your rights and our
responsibilities.
It explains how, why and when we process your personal data.

We only retain your data for as long as is necessary and for the purpose(s) described in
this notice.

We will not disclose or share your personal information without your consent - unless
required to do so by law or to prevent harm or criminal activity.

When you have consented to us using your personal information or providing you with
promotional offers and marketing, you are free to withdraw this consent at any time —
and this will not put you at any disadvantage in respect of the services or support we
provide to you (please see the ;Withdrawing your consent' section for how to do this).

2. Whatis the GDPR?
The General Data Protection Regulation (GDPR) is new and comes into effect on the 25

May 2018.
It does not replace the Data Protection Act, but they contain similar things.

Every organisation that uses personal information has a legal responsibility to have up to
date policies and procedures that help respect and protect your rights.

You have the right to be informed about how we manage your information and we have
provided a detailed breakdown in the links below.

If you would like more information about the GDPR itself, please click
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here https://ico.org.uk/for-organisations/guide-to-the-general-data-protection-
regulation-gdpr/

3. Information in other languages / formats
If you would like this document in another language or format, please contact us.

If you would like information about data protection from the Information Commissioner’s
Office in Spanish, French or Welsh, please use this link https://ico.org.uk/about-the-
ico/other-languages/.

For more information about how we manage your personal data, please now choose the
most appropriate link for you:
e If you are a service user or might be in the future or you are the parent of a child
that is a service user (under 13 years of age) please read below
e If you are a member of staff, volunteer or prospective member of staff, please
click here
e For anyone else, including if you are a current or potential
supporter or partner, please click here

4. Who we are
1625 Independent People is a charity and a registered society (Co-operative and
Community Benefit Societies Act 2014, reg: 23964R exempt from registration with the
Charity Commission).

Our registered office is Kingsley Hall, 59 Old Market Street, Bristol, BS2 OER.

Our designated Appointed Person is the Corporate Services Director, who can be
contacted at:

e 59 Old Market Street, Bristol, BS2 OER

e 0117 317 8800

o data.controller@1625ip.co.uk
We are registered with the Information Commissioner's Office and act as the data
controller when processing your personal information (Registration number
- 72300287).

5. Information that we collect
We process your personal information to meet our obligations to you and others - and
to provide you with information about our existing services or new ones.

We will only ask for the minimum amount that we need.

What personal information do we collect?
¢ Name
e Date of birth / age
¢ Home address
e Email — personal
e Telephone numbers
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e Next of kin

e Gender / gender identity

e Your physical description

¢ National Insurance number

e |P address

e Care or care leaver status

e Relationship / marital status

¢ Country of origin and immigration status

e Language(s) you use

e Education, employment and training / qualification records
e Personal strengths, aspirations and hobbies / interests

¢ Risk and safeguarding information

e If you have any children / dependents

e Other significant people in your life

e Housing and homelessness records

e Occupancy / tenancy agreements

e Welfare benefits

e Social media accounts

e Financial and bank details

e CCTVimagery

e Vehicle(s) registration, description and insurance details
e Legal and / or contractual records

e History of what you have consented to us processing (where applicable)

Why we collect and process your personal information
The lawful basis for collecting and processing your personal data, will fall under one or
more of the following categories (of Article 6 of the GDPR):

e Consent: when you have given us consent

e Contract: when we have a contract with you or might do in the future

e Legal obligation: when we have to comply with the law

e Vital interests: when we have to protect somebody’s life

e Public task: when we have to perform a task in the public interest

e Legitimate interests: when it is for our legitimate business interests.

For more information, the link to these categories is here
https://ico.org.uk/for-organisations/guide-to-the-general-data-protection-regulation-
gdpr/lawful-basis-for-processing/

Special category data

Due to the type of services we offer, 1625 Independent People sometimes needs to
collect and process sensitive personal information about you — this is known as ‘special
category data’.

Some special category data is protected by extra safeguards under the GDPR and we
might need your consent to collect and process it.

Special category data includes:
¢ Childrens data
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e Race/ ethnic origin

o Religion

e Philosophical beliefs

e Health and medical information, including any access, support and dietary needs
e Genetic data

* Biometric data, e.g. fingerprint building access

e PhotoID

e Sexual orientation

e Criminal offences / criminal convictions

e Videos and photographs

Why we collect and process your special category personal information
Special category data may fall under one or more of these categories (as listed under
Article 9 of the GDPR):
e Consent: when you have given us consent
e Employment: when we need it to meet our responsibilities in relation to
employment, social security and social protection law — or we both need it to
exercise our rights in employment
o Vital interests: when we have to protect somebody’s life
o Legitimate activities: when it is for our legitimate business activity - as long as
it is not disclosed to anyone else without your consent
e Published by data subject: when it relates to information you have already
made public
e Legal obligation: when we need it for legal claims or court action
e Substantial public interest: when there is a substantial public interest, but this
will only be proportionate and we will safeguard your rights and the interests
e Health care: when it is for preventative or occupational medicine, the
assessment of the working capacity of an employee, medical diagnosis, the
provision of health or social care or treatment
e Public health: when it is in the public interest in the area of public health
e Archiving: when it is needed for archiving purposes in the public interest,
scientific or historical research purposes or statistical purposes.

For more information, the link to these categories is here
https://ico.org.uk/for-organisations/guide-to-the-general-data-protection-regulation-
gdpr/lawful-basis-for-processing/special-category-data/

6. Where do we get your personal information from?

We collect your personal information in the following ways:

When you give it to use directly

Examples of how you may give us your information might include:
e Applying for our services
o Telling us your story
¢ Communicating with us.

When someone else gives it to us
We might collect personal information about you from the following places:
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e Online forms / databases — our own or from other organisations
e Sponsorship, referral and application forms / CVs — from you or from other
organisations
o Post, email, text and telephone — from you or from other organisations
e Photographs, video and observation - including CCTV
e Records of meetings and interviews — with you, other people or other
organisations
e Verbally — from you, other organisations and other individuals.
The organisations that we get personal information from might be in the public and
private sector. For example, they might have already provided a service to you and are
providing referral or reference information to us.

7. Why do we collect, store and process your information?
We need your data so we can:
e Provide a service to you (that we have been funded to do)
e To give you information about new services or ways
o Enter into a contract with you — e.g. provide you with housing or a voluntary role
or a job
e To meet our legal responsibilities in the following areas:
o Data protection / privacy
Employment, equalities, housing / homelessness, care, health
Safeguarding, crime / policing / criminal justice
Financial security and fraud prevention
Environment and health and safety
o For business accounting, insurance and tax purposes.
We will occasionally send you marketing information where we have assessed that it is
beneficial to you and also in our interests. Such information will be non-intrusive and is
processed on the grounds of legitimate interests or by consent from you, depending on
our relationship.

O O O O

8. Yourrights
1625 Independent People will support you at all times to exercise your rights in in
relation to our use of your personal data. Your rights will be different depending on
which lawful basis we are using for processing your personal information.

If you would like us to act on any of the rights listed below, please contact us
via data.controller@1625ip.co.uk or any member of staff, and ask for a Subject Access
Request Form. You can ask someone else you know to complete and return the form to
us on your behalf, or alternatively, you can ask any member of staff to help you
complete the form with you.
e Please try to be as clear as possible about what you are asking us to do
e Please send completed forms to data.controller@1625ip.co.uk
¢ We may ask you to confirm your identity before we look into your request
e We will aim too reply to all requests in full within 28 days, but if we think we have
a valid reason for the response taking longer (upto an additional 2 months) we
will let you know
¢ We will not normally charge a fee — only in exceptional circumstances — if this is
the case, we will let you know
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e Inour final response to you — if we refuse your request or you are not satisfied -
we will give you information about who you can complain to about our decision
(see Lodging a Complaint Section).
If you would like more detailed information about your rights, please click this link
https://ico.org.uk/for-organisations/guide-to-the-general-data-protection-regulation-
gdpr/individual-rights/

The right to be informed
You have the right to be informed about personal information we process about you —
which is contained within this Privacy Notice.

The right to access your personal information
You have the right to access personal information that 1625 Independent People
processes about you, specifically:
e What personal information we hold about you and their categories
e Why we process the information (the purpose)
¢ Who has the personal information been shared with — or who will it be shared
with
¢ If you did not provide the personal information to us — who did
e How long we intend to store your personal information and the criteria we use to
decide how long to store it for.

The right to correct personal information (rectification)
If you believe that we hold any inaccurate or incomplete personal information about you,
you have the right to ask us to correct it or add anything that is missing.

The right to erase your personal information (the right to be forgotten)
If you would like us to erase your personal information, please ask us.

Our response — whether we can erase all of the information or not — will depend on both
the lawful basis we are using to process your data and other responsibilities we may
have to hold onto it.

We will tell you if we can partially or fully erase your information — and give you the
reasons.

The right to restrict processing
You have the right to ask us to stop processing your personal data, but there are limited
circumstances in which you can ask this. These are:
e Where you think information is wrong and want us to correct it, you can ask us to
restrict processing whilst we review your request to correct the information
e When you think information has been unlawfully processed, but you do not want
the information to be erased, only restricted
¢ When we think we no longer need the information, but you need us to keep it so
you can deal with a legal claim
e If you have objected to us processing your data (see the right to object section)
and we are considering whether we accept or refuse your objection.
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The right to object to processing
You have an unconditional right to object to us processing your personal information if it
is used for marketing, including profiling you (see automated decision-making / profiling
section).
Although the following categories are not unconditional, you can also object to us
processing your information if:
e We use your information on what we think are our legitimate business interests
(or the interests of a third party)
e We are carrying out work in the public interest or with official authority (including
profiling)
e We are using your information for scientific or historical research or statistical
purposes.
When we have received an objection and we do not have grounds to refuse it, we will
stop processing your personal information.

The right to obtain and re-use your personal information (data portability)
You also have the right to ask us to provide you with all the personal data we hold about
yOu, SO you can re-use it.

However, this right only applies:

1. To personal data you have provided to us

2. Where our processing is based on your consent or if we have a contract with you
and

3. When our processing is carried out by automated means (using electronic

systems).

If we accept your request, we will remove any information about other people (that you
do not have a right to see) and we will provide your information to you or another
organisation of your choice - in an electronic format that is commonly used, structured
and can be read by other machines.

9. Sharing and disclosing your personal information
We do not share or disclose any of your personal information to other people or
organisations without your consent, other than for the reasons specified in this Privacy
Notice, or:
e Where we have a legal responsibility
e If we have a contractual relationship with you
e To prevent harm or criminal activity.
Other people or organisations = other data controllers, joint controllers and data
processors, as well as third parties — anyone that data is shared with. We may share
your information with the following local and national organisations:
e Service providers — to provide you with the services, products or information
you have requested or that we need to fulfil a contract with you
* Associated organisations — to help the organisation achieve its vision, e.g. other
homelessness charities
e Central or local government or funders — to fulfil our duties with them (contract
or law)
¢ Organisations who support us — to help the organisation’s development for
fundraising purposes. We will only do this with your permission.
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We will never sell your personal information to anyone or buy your personal data for any
purpose.

Third party processors
1625 Independent People uses other companies to process your data — they are known
as third party processors and provide the services and business functions listed below.

However, all processors acting on our behalf only process your data in accordance with
instructions from us.

They have a contract with us and are expected to comply fully with this Privacy Notice,
the data protection laws and any other appropriate confidentiality and security

measures.

Third party data processors that we use

What
Processor -| Reason(s) | . . . .
. . information For more information, please read their
organisatio  we use the . . . .
do we give privacy notice (link)
n name company
them
. Personal
Bluefin data as it
Group Insurers relates to https://www.bluefinunderwriting.co.uk/privacy-
Markel, DAS, . policy/
( . insurance
Allianz) )
claims
CCTV For offices

providers  |and housing Video data Please contact us for further information
(multiple)  services

Individual
. and
Concur Finance . . .
. business https://www.concur.co.uk/privacy-policy

Holdings processor

payment

information

Individual

and
Corrigan Auditor business  |https://www.corriganassociates.co.uk/privacy-
Associates financial policy/

transaction

s

Personal
Global Automated . .

and https://www.globalpaymentsinc.com/en/privacy
Payments payment . .

. financial -statement

UK machines . . -

information

Homeless Client .
Service user

Link: In- record and staff https://www.homeless.org.uk/privacy-and-data-
Form managemen data protection

(Salesforce t system
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What
Processor -| Reason(s) | . . . .
. .. information For more information, please read their
organisatio  we use the . . . .
do we give privacy notice (link)
n name company
them
& Spanning
Back Up)
Individual
and
HSBC Bank business  |https://www.hsbc.co.uk/1/2/privacy-notice
payment
information
Personal
Rents and
Mailadoc ~ managemen financial http://mailadoc.co.uk/termsconditions/
t information
Move GB Corporat_e Fersonal. https://www.movegb.com/privacy.html
gym service information
Client Service user https://www.omniledger.co.uk/privacy-
Omniledger housing statement/
and staff
Ltd managemen | | .
t system https://www.omniledger.co.uk/gdpr-statement/
. .. P I
Confidential | < o2
Purple and .
. waste . . Not currently available
Office . financial
disposal . .
information
Personal
Ricoh Prlntln'g and apd . https://www.ricoh.co.uk/privacy-policy.html
scanning financial
information
Trlangle. Support Personal
Consulting . and . .
. planning . . http://www.outcomesstar.org.uk/privacy-policy/
Social . financial
. service . .
Enterprise information
Overall IT
Westgate [T Jand IT All types of https://westgateit.co.uk/Privacy_Policy.pdf
Ltd security data
provider
Personal
Zurich Insurers dataas it https://www.zurich.co.uk/en/services/privacy
(property) relates to
buildings

10. Safeguarding measures
1625 Independent People takes your right to privacy seriously and takes every
reasonable measure and precaution to protect and secure your personal data.

We work hard to protect your information from unauthorised access, alteration,
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disclosure or destruction and have several layers of security measures in place,
including but not limited to:
e Website security
e Firewalls
e Anti-virus / anti-malware software
e Encryption of computers and portable electronic devices — which are also
password protected
e Encrypted emails
e Restricted access to records and systems
e Policies and procedures that staff must follow - including data breach
procedures
e Lockable offices and filing cabinets in all of our offices
e Regular monitoring of processes to test security.
We will notify you at the earliest possible opportunity time if we have a data breach and
we think it will result in a high risk. We will give you contact details for the person
managing any breach and we will tell you:
e What happened
e Whether there is risk to your personal information and if you should do anything
e What we have done and will continue to do to address the breach — to minimise
any risk to you.
Depending on the severity of a data breach, we may also inform the Information
Commissioners Office. Their guidance on data breaches can be found
here https://ico.org.uk/for-organisations/guide-to-the-general-data-protection-
regulation-gdpr/personal-data-breaches/.

11. Consequences of not providing your data to us
In some circumstances, we have a legal or contractual responsibility to collect and
provide your personal information to others, especially if we have to by law.

When we collect personal information from you, we will make it clear which categories or
types of data are required and which are not — this will include which categories can
only be processed with your consent.

You are not obliged to provide your personal information to us. However, as most of the
information we collect is required for us to provide you with our services or employment
- and to meet our obligations and our legitimate business interests - we will not be able
to offer some our services if you do not provide certain personal information.

12. Legitimate Interests
As noted in previous sections, we process some of your personal information under the
‘legitimate interests’ legal basis.

Where this is the case, we have carried out a thorough ‘Legitimate Interests Assessment’
to ensure that we have weighed your interests and any risk posed to you against our
own interests - ensuring that they are proportionate and appropriate. You can request a
summary of this assessment.
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We use the legitimate interests legal basis for processing your data in the following
categories:

The purpose of processing
this data using legitimate
interests

Providing housing and support
services to:

Provide appropriate
services
Support housing and

Examples of data
categories

Addresses and
housing history
National Insurance

living costs Number

e Support wellbeing and Income
daily living skills Language

e Aid communication Care status

e Manage emergencies Next of Kin

o To protect other service Disability
users and staff, prevent Health
damage to our property Needs and risk
and validate our information

13.

insurances

How long we keep your data

1625 Independent People only ever retains personal information for as long as is
necessary and we have retention policies in place to make sure we delete your personal
data in a secure way once it has expired.

This includes deletion from the systems of third party processors that we use.

How long we store your data depends on our relationship with you, what the data is and
what type of responsibilities we have, for example, legal requirements or industry
guidelines.

You can request deletion of your data at any time by contacting us as noted in the "Your
Rights’ section.

14. Consent

In some situations, we will need your consent before we can process your personal
information.

This includes the processing of some ‘special category’ information and when we may
want to share your personal information with other services or people.

We will provide the consent request in a way that should be easy for you to understand
and gives you the opportunity to opt in. We will separate out all categories, so you can

choose or decline each category.

You have the right to refuse to give us consent — this will not cause you any detriment,
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but you may not be able to receive some information from us or hear about new
services or ways to get involved with our activities or we may not be able to share
information with others.

You can modify or withdraw consent at any time, which we will act on immediately,
unless we have a legitimate or legal reason for not doing so.

Service user consent

Where we rely on your consent for processing any personal or special category data
and for sharing information with others, we will obtain your explicit consent directly by
asking you to read and sign a form — our staff can help you to understand what it means.

If you are a Service User and you would like to sign up to receive communications from
us, such as an eNewsletter that will update you on events, and activities, please click this
link here.

Children

Our services are generally aimed at young people aged 16-25, but sometimes we may
work with or be asked to work with under 16 year olds.

For young people aged 13 — 16, we will ask for consent as we would anyone, but for under
13 year olds, we will seek consent from the person with parental responsibility.

Once a child reaches the age of 13, we will review the consent preferences again with
them directly.

15. Withdrawing your consent
You can withdraw your consent at any time — where we rely on consent to process your
personal information.
You can also tell us at any time if you want to stop receiving direct marketing
information.

If you make either of these choices, it will not detrimentally affect our relationship with
you. We will stop processing your personal information or sending you unwanted
information immediately and keep a record of your request. You can opt back in and
give us your consent at any time, if you choose to do so.

If you wish to withdraw your consent, please email data.controller@1625ip.co.uk or
please ask a member of our staff to help you do this.

16. Changes to this Privacy Notice
We keep our privacy notice under regular review and from time to time we may change
the content, especially when data protection laws change. If we make any significant
changes we will draw attention to them.
This Privacy Notice was last updated on 24 May 2018. Older versions can be obtained by
contacting us.

17. Lodging a complaint

1625 Independent People only processes your personal information in compliance with
this Privacy Notice and in accordance with the relevant data protection laws.
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If you wish to make a complaint regarding the processing of your personal data or you
are unsatisfied with how we have handled your information, you have the right to lodge a
complaint with the supervisory authority.

The supervisory authority contact details are:

¢ Information Commissioner’s Office

e Telephone: 0303123 M3

e Website (report a concern page) https://ico.org.uk/concerns/

e Live chat (9am — 5pm, Mon — Fri) https://ico.org.uk/global/contact-us/live-chat
Our details are:

e 1625 Independent People

¢ Address: 59 Old Market Street, Bristol, BS2 OER

e Telephone: O117 317 8800

¢ Email: data.controller@1625ip.co.uk

18. Cookie notice
A ‘cookie’ is a small piece of data sent from a website and stored on the user’s
computer by the user’s web browser while the user is browsing. When you visit a site
that uses cookies for the first time, a cookie is downloaded onto your computer/mobile
device so that the next time you visit that site, your device will remember useful
information such as items added in the shopping cart, visited pages or logging in
options.

Cookies are widely used in order to make websites work, or to work more efficiently, and
our site relies on cookies to optimise user experience and for features and services to
function properly.

Most web browsers allow some control to restrict or block cookies through the browser
settings, however if you disable cookies you may find this affects your ability to use
certain parts of our website or services. For more information about cookies

visit https://www.aboutcookies.org.
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